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Chapter 1 Introduction

The Wi-Fi Combo Router is a high-performance tool that supports wireless networking at home,
work, or in a public place. The Wi-Fi Combo Router supports a USB 3G modem card, either
WCDMA or EVDO and even HSDPA as well, and supports wireless data transfers up to 150M bps,
and wired data transfers up to 100 Mbps. The WiFi Combo Router is compatible with industry
security features.

1.1Package List

Iltems | Description Contents Quantity
1 Wi-Fi Combo Router 1

2 Power adapter '
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1.2 Hardware Installation

A.Hardware configuration

Antenna

Reset Button
Mobile/Status LED
WAN LED

WiFi LED

LAN LED

WPS Button

vV VY vV vV v

Reset WPS

Power JACK
WAN PORT
LAN PORT
USB PORT

A A A
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B. Installation Steps

Note: DO NOT connect the router to power
before performing the installation steps below.

Step 1.
Plug a USB modem into USB port.

>

Step 2.
Insert RJ45 cable into LAN Port on the back panel of
the router. Then plug the other end of into computer.

Step 3.

Plug the power jack into the receptor on the back
panel of the router. Then plug the other end into a wall
outlet or power strip.
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Chapter 2 Getting Started with Easy Setup Utility

There are two approaches for you to set up the Wi-Fi Combo Router quickly and easily. One is
through executing the provided Windows Easy Setup Utility on your PC, and the other is through
browsing the device web pages and configuration.

2.1 Easy Setup by Windows Utility

Step 1 : gelc]::rmﬁ to the Easy Setup for WiF1
Install the Easy Setup Utility 1 |l ombo Router
from the provided CD then — = s ] i, il sy Syl sty
follow the steps to configure et e W S
the device.
2 =
Step 2 :
Select Language then click _
“Next” to continue. 3 e <5 Select Langunge:
Next = l [ Cancel ]
Step 3 : Setup Mode 'f]‘"-ln
Then click the “Wizard” to This step will let you to choose one of the setup modes. ;“‘._;H,__l._.
continue.
.............. (J‘ID Thisstop-by-stop gide will It yom easily and quicky comnsot o the

.y Internet.

el

TWizard

K)o This will provide & diagnostic of your network and the settings vsed by the

el TOUEL.

Advanced




Step 4 :
Click “Next” to continue.

Step 5:
Select Wireless Enable, and

then click “Next” to continue.

Step 6 :

Enter SSID, Channel and
Security options, and then
click “Next” to continue.

Prepare Setup
This =tep will make sure connection can be established between your PC and mouter

1%
_ﬂ’

Please make sure the following items.
1. Malke sure the router is powered on.

2. Make sure wour network adapter iz connected to the LAN poxt of the router.
3. Make sure your network adapter has an [F address.

s 5

< Berk ][ Wexd » H Cenesl ]

{{’E';

This step will stop your bagic wireles: network settings.

!

Thiz will provide wou with a basic workable setting for wour wireless. You can alm select to do it
Iater.

Wireless:

[] Do niot st at this time.

< Bark H Next » H Cancel ]

Thiz step will setup vour basic wireless network sethings, }é“l—"

—_—

Please assign the parameters to wour wireless networking. If vou need more settings, please login to
the Grateway's configuration page.

S8ID:
Chamnel: |11 v

Security: | WEP v

Kew: | #vksrnnes

<Bak | [ Wext> | [ Cancel




Step 7 :

Click” Let me select WAN
service by myself’ to select
WAN service manually.

Step 8 :
Select 3G Service by clicking
3G icon to continue.

Step 9-1 :

Select “Auto-Detection” and
the Utility will try to detect and
configure the required 3G

service settings automatically.

Click “Next” to continue.

Auto Detect WAN Service '()—I:l
This step will antomatically detect one suitable WAN service for Router p‘éé:a

A dymamde TP service has been found for wour WAN . The following setop steps will be based on

If dymavnde TP iz not wour expected WAN service, please wlect the correct one manually.

=5 @

[ Let me slect WAN service by myself

< Back ] I Mext = l ’ Cancel ]
Select WAN Servi
° ;1‘113 atep let:yrztlc:elect TAN smrvice by yourself Cg_:)i

Please select the WAN service for stup.

Drymaomic [P Static IP PPFoE

5 9 0
5
FETE LaTP 3G

WAN Setting
3G Bervice

&

Fleas input the WAN service information.

Dial-Tp profile

(&) Auto-Detection (O Manual

PIN Code: (Dptional)

APN:

|

| {Optional)
Diialed Nurnber: |

|

|

Tsername:

FPazpword:




Step 9-2 :

Or you can select “Manual”
and manually fill in the
required 3G service settings
provided by your ISP.

Click “Next” to continue.

Step 10:
Click “Next” to save your
setting.

Step 11 :

The Wi-Fi Combo Router is
rebooted to make your entire
configuration take effect.

WAgGSSeer\;ice LCHJ—ID
bl
Pleaze input the WAN mrvice information.
Diial-Tp profile
(3 Auto-Detection
PIN Code: internet (COptional)
APN: 1234 (Opticnal)
Dialed Number: 04
Tsername: Adnin
Password: 1224
<Bock | [ Newt: | [ Comcel |
Save Settings '_fg—ll:]
=k

The settings will be saved to the Router and reboot at the next step.

SSID:default
Channel:11
Securnity'wWEP

WAN Setting [3G Service]

APN:1234

PIN Codecinternet
Dialed Number-*33%
Username:Admin
Password:1234

<Buk | | Wewts | [ coma |

Save Settings

Reboot ronter...




Step 12 :

Click “Next” to test the
Internet connection or you
can ignore test.

Step 13 :
Click “Next” to test WAN
Networking service.

Step 14 :
Setup is completed.

WAN Service Test 3—,5
Fefly,

This step will test the internet connection to make sure you can surf the fntemet.

<Buk | | Net> || Comcal |

Save Settings ;é—ﬁ

Settings have been soced sand intialized.
The vend step will test your Intermet connection. Or vou con chooss 1o ignore the test.

<mos [N s QL et |

Setup Completed :3—f5
Fel

The Router iz configured, and the WAN service functionality iz working

= o @
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2.2 Easy Setup by Configuring Web Pages

You can also browse web Ul to configure the device.

Browse to Activate the Setup Wizard
Type in the IP Address & Windows Intemet Explorer

(http://192.168.123.254) —
U u |g 192168.123.254

Type in the default password | ysegs J EN) A Siais

“admin” in the System

Password and then click :
‘login’ button. 4 System Password |:| |defaul;admin) | LOOD

Select your language.

Select “Wizard” for basic
settings with Simple way. U Please Select the Operations

@ Wizard

(O Advance Setup

* This screen reminds you to configure until the Wizard is finished.

Press “Next” to start the Setup 4 setup Wizard [EXT]
Wizard.

Setup Wizard will guide you through a basic configuration procedure step by step.

v Step 1. Setup Login Password.
+ Step 2. Setup Time Zone.

» Step 3. WAN Setup.

» Step 4. Wireless Setup

+ Step 5, Summary.

+ Step 6. Finish.

Next =

e
=
£
p=3
w



Configure with the Setup Wizard

Step 1: Change System
Password.

Set up your system password.
(Default : admin)

Step 2: Select Time Zone.

Step 3: Select WAN Type.
Choose Auto-Detecting or
Manually to set WAN Type.

U Setup Wizard - Setup Login Password

[EXIT]

+ Old Password

+ New Password

+ Reconfirm

t > Password »
O Setup Wizard - Setup Time Zone [EXIT]
(GMT+08:00; Beijing, Chongging, Heng Kong, Urumai v
Detect Again

Time » MNext =
J Setup Wizard - Select WAN Type [EXIT]

® Auto Detecting WAN Type

0 Setup WAN Type Manually

LANIWAN >




Step 4: Select Wan Type.

If you want to use 3G service
as the main internet access,
please set the WAN interface
as “Wireless WAN” and the
WAN type as “3G”.

Step 5: 3G Mode.
Select Auto-Detection then
click “Next” to continue.

Step 6: Set up your Wireless
Network.
Set up your SSID.

U Setup Wizard - Select WAN Type [EXIT]
b LAN P Address 192.188.1.1
b WAN Interface Wireless WAN
» WAN Type G M

U Setup Wizard - 36 [EXIT]

b Dial-Up Profile
» PIN Code

® Auto-Detection O Manual

LAN/WAN >

1 Setup Wizard - Wireless settings

[EXIT]

b Wireless Module
» Network ID(SSID)

» Channel

® Enahle O Disable

default

"«

Wireless » 5

13



Step 7: Setup your Encryption
Key here, then click”’Next” to
continue.

Step 8: Apply your Setting.
Then click Apply Setting.

Step 9:
Click Finish to complete it.

1 Setup Wizard - Wireless saftings

[EXIT]

+ Authentication
» Encryption
) WEP Key 1
O WEP Key 2
O WEP Key 3
QWEP Key 4

[HEX v [1234567300

[HEX v [1234567300

[HEX v [123867300

[HEx v [1234867300

ord > Time > LAN

AN > Wireless > Summary >

F

© Setup Wizard - Summary [EXIT]
Please confirm the information below
[VWAN Setting ]
VAN Type kle}
APH 1234
PIN Code intenet
Dialed Humber *09%
Username Admin
Password i
[Wireless Setting ]
Wireless Enable
SSID default
Channel "
Authentication Auto (Open/Shared)
Encryption WEP
WEP Key 1224567890
Do you want to proceed the network testing?
W Setup Wizard - Apply settings [EXIT]

Configuration is Completed.

Please click “Finish" o back to Status page.

14



Chapter 3 Making Configuration

Whenever you want to configure your network or this device, you can access the Configuration
Menu by opening the web-browser and typing in the IP Address of the device. The default IP
Address is: 192.168.123.254

€ Windows Internet Explorer

\JU | @) 19216812325 3] x|

Enter the default password “admin” in the System Password and then click ‘login’ button.

< System Password : {default: admin)

Then, you can browse the “Advanced” configuration pages for configuring this device.

3.1 Basic Setting

- Basic Setting

Hetwork Setup
- Configure LAM IF, and select WARN type.

DHCP Server

- The settings include Host IP, Subnet Mask, Gateway, DMNE, and WINS configurations.

Wireless

- Wireless settings allow you to configure the wireless canfiguration items.

Change Password

- Allow you to change system password.

15



3.1.1. Network Setup

o LAN Setup
Item Setting
» LAN IP Address 192.168.1.1 |
» Subnet Mask |255.255.255.0 |
d Internet Setup [HELP]
b WAN Interface
1. LAN IP Address: The local IP address of this device. The computers on your network

must use the LAN IP address of this device as their Default Gateway. You can change it

if necessary.

2, Subnet Mask: Input your Subnet mask. (All devices in the network must have the same
subnet mask.) The default subnet mask is 255.255.255.0.

3. WAN Interface: Select Ethernet WAN or Wireless WAN to continue.

4, WAN Type: WAN connection type of your ISP. You can click WAN Type combo button

to choose a correct one from the following options:

¥ WAN Type

Dynamic IP Address s

k Activate WWAN for Auto-Failover

Dynamic IF Address

Static IP Address
FPF over Ethernet
FPTF

+ Host Mame

LZTP

alive: |

_|[|:|ptinnalj:

16



A. 3G
& LAN Setup
Iltem Setting
b LAN IP Address [192.168.1.1 |
» Subnet Mask |256.255.255.0 |
& Internet Setup [HELP ]
» WAN Interface | wireless wan (v
kAN Type 3G “
v Dial-Up Profile O Auto-Detection & Manual
¥ Country |Albania w
F Telecom
» 3G Network |WCDMAHSPA |+
b APN [1234 (optional)
¥ PIN Code |internet |(0pti0na|}
¢ Dialed Mumber ki |
b Account |Admin |[0pti0na|}
r Passwaord |'"" |(0pti0na|}
» Authentication @® auto OPAP O CHAP
¥ Primary DMNS | |(0pti0na|}
» Secondary DMS | |(0pti0na|}

L4

Connection Control

| Auto Reconnect (always-on) |

-

Allowed Connection Time

® Always O By Schedule

-

Keep Alive

() Disable
{0 LCP Echo Request

+ Interval secnnds
k Max Failure Time 1imes

O Ping Remote Host

F HostIP |

b Interval seconds

17



For 3G WAN Networking. The WAN fields may not be necessary for your connection. The

information on this page will only be used when your service provider requires you to enter a

User Name and Password to connect with the 3G network.

Please refer to your documentation or service provider for additional information.

N o o ke

10.
11.

12.

13.

14.

15.

16.

Dial-Up Profile: Select “Auto-Detection” or “Manual” to continue. If “Auto-Detection” is
selected, the device will try to configure some ISP specific dial-up parameters
automatically according to the Country, Telecom, and 3G Network information you
entered..

Country: Select your country.

Telecom: Select your telecom.

3G Network: Select the 3G Network

APN: Enter the APN for your PC card here.(Optional)

Pin Code: Enter the Pin Code for your SIM card. (Optional)

Dial-Number: This field should not be altered except when required by your service
provider.

Account: Enter the new User Name for your PC card here, you can contact to your ISP to
get it. (Optional)

Password: Enter the new Password for your PC card here, you can contact to your ISP to
get it. (Optional)

Authentication: Choose your authentication.

Primary DNS: This feature allows you to assign a Primary DNS Server, contact to your
ISP to get it. (Optional)

Secondary DNS: This feature allows you to assign a Secondary DNS Server, you can
contact to your ISP to get it. (Optional)

Connection Control: Select your connection control. There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.
Auto Reconnect (Always-on): The device will link with ISP until the connection is
established.
Manually: The device will not make the link until someone clicks the connect-button in
the Status-page.
Keep Alive: This feature must collocate with the function "Auto" of "Auto Connect".

Enable it to keep the connection always be established.

LCP Echo Request: Enter the time interval and the maximum failure count. The device
will constantly send out the LCP packets for keeping the connection alive.

Ping Remote Host: Enter the Remote host IP and the time interval to send the ping

packets for keeping the connection alive.

18



B.

Static IP Address:

& LAN Setup

Item

Setting

]

LAM IP Address

[192.168.1.1 |

]

Subnet Mask

|255.255.255.0 |

Internet Setup

[HELP]

]

WaAM Interface

| Ethernet WAN (v

]

WAN Type

| Static IP Address ||

]

Activate WWAR for Auto-Failover

] Enable

Remaote Haost for keep alive:|

]

WAN IP Address

]

WaN Subnet Mask

WA Gateway

]

Primary DNS

]

Secondary DMS

3

MAT disable

] Enable

1. Activate WWAN for Auto-Failover: With this function enabled, when the Ethernet WAN

connection is broken, the device will automatically activate the WWAN connection and

keep you connected to internet with the alternative WWAN broadband service. Meanwhile,

if the device detected that the Ethernet WAN connection is recovered, your broadband

connection will be switched to use the Ethernet WAN service.

2. WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: Enter the
proper settings provided by your ISP.

19



C. Dynamic IP Address:

< LAHN Setup
[tem Setting
b LAN IP Address 1192.168.1.1 |
+ Subnet Mask |255.255.255.0 |
o Internet Setup [ HELP ]
b WAN Interface
F WAN Type Dy‘namic:IF' Address v|

[ Enable
Remote Host for keep alive: |

-

Activate WWARN for Auto-Failover

F Host Mame | |[Dptinna|j:
v ISP registered MAC Address (00:0B:6AF4:40D6 | Clear |

¥ Connection Control | Connect-on-Demand v|

b NAT disable [ Enable

1. Activate WWAN for Auto-Failover: With this function enabled, when the Ethernet WAN

connection is broken, the device will automatically activate the WWAN connection and

keep you connected to internet with the alternative WWAN broadband service. Meanwhile,
if the device detected that the Ethernet WAN connection is recovered, your broadband
connection will be switched to use the Ethernet WAN service
2. Host Name: Optional, required by some ISPs, for example, @Home.
3. Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.
Auto Reconnect (Always-on): The device will link with ISP until the connection is
established.
Manually: The device will not make the link until someone clicks the

connect-button in the Status-page.

20



D. PPP over Ethernet

& LAHN Setup
[tem Setting
b LAN IP Address 192.168.1.1 |
» Subnet Mask |255.255.256.0 |
I Internet Setup [HELP ]
b WAN Interface
F WAN Type | PPF over Ethernet  » ‘

[] Enable

Remaote Host for keep alive:|

F Activate WWWAN for Auto-Failover

F PPPOE Account | |

» PPPoE Password |'"" |

b Primary DMNS | |

b Secondary DMNS | |

¥ Connection Control |Cnnnec1—0n—Demand v|

F Maxirmum Idle Time seconds

F PPPGE Senvice Mame | |[nptinna|}
k Assigned IP Address | |[nptinna|}

F MTU D (0is auta)

¥ NAT disable O Enable

1. Activate WWAN for Auto-Failover: With this function enabled, when the Ethernet WAN
connection is broken, the device will automatically activate the WWAN connection and
keep you connected to internet with the alternative WWAN broadband service. Meanwhile,
if the device detected that the Ethernet WAN connection is recovered, your broadband
connection will be switched to use the Ethernet WAN service

2. PPPoE Account and Password: The account and password your ISP assigned to you.
For security, this field appears blank. If you don't want to change the password, leave it
blank.

21



3. Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.
Auto Reconnect (Always-on): The device will link with ISP until the connection is
established.
Manually: The device will not make the link untii someone clicks the
connect-button in the Status-page.
4. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE
session. Set it to zero or enable “Auto-reconnect” to disable this feature.
5. PPPoE Service Name: Optional. Input the service name if your ISP requires it. Otherwise,
leave it blank.
6. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The default
MTU value is 0 (auto).

22



E. PPTP

O LAN Setup
[tem Setting

b LAN IP Address 1192.168.1.1 |

» Subnet Mask |255.256.255.0 |

U Internet Setup [ HELP ]

b WAN Interface

b WAN Type GEIE |

] Enable

Remote Host for keep alive:|

¥ Activate WAWWARN for Auto-Failover

» IP Mode  Dynamic IP Address v

F My IP Address | |

b My Subnet Mask | |

F Gateway IP | |

b Server IP Address/Mame | |

¥ PPTP Account

» PPTF Password |"'" |

F Connection 1D | |[Uptinnal}
F Maximum ldle Time secnnds

¥ Connection Control | Connect-on-Demand v|

b MTU I:I (0is auto)

1. Activate WWAN for Auto-Failover: With this function enabled, when the Ethernet WAN
connection is broken, the device will automatically activate the WWAN connection and

keep you connected to internet with the alternative WWAN broadband service. Meanwhile,
if the device detected that the Ethernet WAN connection is recovered, your broadband
connection will be switched to use the Ethernet WAN service

2. IP Mode: Please check the IP mode your ISP assigned, and select “Static IP Address” or
“Dynamic IP Address”.

3. My IP Address and My Subnet Mask: The private IP address and subnet mask your ISP

assigned to you.

23



4. Gateway IP and Server IP Address/Name: The IP address of the PPTP server and
designated Gateway provided by your ISP.
5. PPTP Account and Password: The account and password your ISP assigned to you. If
you don't want to change the password, keep it blank.
Connection ID: Optional. Input the connection ID if your ISP requires it.
Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable “Auto-reconnect” to disable this feature. If Auto-reconnect is enabled, this
device will connect with ISP automatically after system is restarted or connection is
dropped.
8. Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.
Auto Reconnect (Always-on): The device will link with ISP until the connection is
established.
Manually: The device will not make the Ilink untii someone clicks the
connect-button in the Status-page.
9. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The default
MTU value is 0 (auto).

24



F.L2TP
o LAH Setup

[tem Setting
b LAN IP Address 1192.168.1.1 |
» Subnet Mask |255.256.255.0 |
o Internet Setup [ HELP ]
b WAN Interface
b WAN Type I |
[] Enable

-

Activate WWWAR for Auto-Failover )
Remote Host for keep alive: |

IP Mode  Dynamic IP Address v

-

-

IP Address | |

Subnet Mask | |

-

WAN Gateway IP | |

-

-

Server IP AddressMame

-

LZTF Account

-

L2TP Password

Maximum Idle Time secunds

Connection Cantrol |Cnnnec1—nn—Demand v|

F MTU I:I (0is auto)

1. Activate WWAN for Auto-Failover: With this function enabled, when the Ethernet WAN

connection is broken, the device will automatically activate the WWAN connection and

-

-

keep you connected to internet with the alternative WWAN broadband service. Meanwhile,
if the device detected that the Ethernet WAN connection is recovered, your broadband
connection will be switched to use the Ethernet WAN service

2. IP Mode: Please check the IP mode your ISP assigned, and select “Static IP Address” or
“Dynamic IP Address”.

3. My IP Address and My Subnet Mask: The private IP address and subnet mask your ISP
assigned to you.

4. Gateway IP and Server IP Address/Name: The |IP address of the L2TP server and
designated Gateway provided by your ISP.

25



5. L2TP Account and Password: The account and password your ISP assigned to you. If
you don't want to change the password, keep it blank.
Connection ID: Optional. Input the connection ID if your ISP requires it.
Maximum Idle Time: The time of no activity to disconnect your L2TP session. Set it to
zero or enable “Auto-reconnect” to disable this feature. If Auto-reconnect is enabled, this
device will connect with ISP automatically, after system is restarted or connection is
dropped.
8. Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.
Auto Reconnect (Always-on): The device will link with ISP until the connection is
established.
Manually: The device will not make the link untii someone clicks the
connect-button in the Status-page.
9. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The default
MTU value is 0 (auto).

3.1.2. DHCP Server

< DHCP Server [HELP]
Item Setting
» DHCP Server O Disable & Enable
» IP Pool Starting Address 100
b IP Pool Ending Address 200
b Lease Time 86400 | Seconds
» Domain Mame
[save|[undo | [ More== || ClientsList.. |[ Fixed Mapping.. |

1. DHCP Server: Choose either Disable or Enable. If you enable the DHCP Server function,
the following settings will be effective.

2. IP Pool Starting/Ending Address: Whenever there is a request, the DHCP server will
automatically allocate an unused IP address from the IP address pool to the requesting
computer. You must specify the starting / ending address of the IP address pool.

Lease Time: DHCP lease time to the DHCP client.
Domain Name: Optional, this information will be passed to the clients.

Press “More>>" and you can find more settings

5. Primary DNS/Secondary DNS: Optional. This feature allows you to assign a DNS
Servers

26



6. Primary WINS/Secondary WINS: Optional. This feature allows you to assign a WINS
Servers

7. Gateway: Optional. Gateway Address would be the IP address of an alternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP server

offers an IP to your PC.

Click on “Save” to store your settings or click “Undo” to give up the changes.

Press “Clients List” and the list of DHCP clients will be shown consequently.

& DHCP Clients List

Lease
IP Address Host Name MAC Address Type Select
Time
192.168.123.100 Joseph 00-0B-6A-F4-40-D6 Wired 235934 .|

[ Delete | [Back | [ Refresh |[ Fixed Mapping |

Press “Fixed Mapping” and the DHCP Server will reserve the special IP for designated MAC

address.

wd Fimed Mapping [HELP]

DHCF disnts | — s&lect one — - [ Copy to ] |— vl

In} MAC Address IP Address Enable

182 .168.123.100 [=]

1 |EIEI:EIEI BAF440D6

E |

O0|0|0 oja|o|d

[ Mext>> ][ save][unde ][Bam |
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3.1.3. Wireless Settings

< Wireless Setting [HELP]
Item Setting

b Wireless Module ® Enable O Disable

F Metwork ID{33I0) |E|ETEILI|t

» SSID Broadcast @ Enable C Disable

¥ Channel 11 | »

b Wireless Mode

-

Authentication

Auta “ |

-

Encryption

® WEP Key 1 [HEX |v[1234587890 |
O WEF Key 2 [HEX |v[1234587890 |
O WEP Key 3 [HEX |v[1234587890 |
O WEP Key 4 [HEX |v[1234587890 |

[Save ][ Undo || WDS Sefting... |
[ wPSSetup.. |[  Wireless ClientList.. |

Wireless settings allow you to set the wireless configuration items.

1.
2.

Wireless Module: You can enable or disable wireless function.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this device and other Access Points that have the same
Network ID. (The factory default setting is “default”)

SSID Broadcast: The router will broadcast beacons that have some information,
including SSID so that wireless clients can know how many AP devices by scanning the
network. Therefore, if this setting is configured as “Disable”, the wireless clients can not
find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory
Domain. The factory default setting is as follow: channel 1~11 for North America. (Channel

1~13 for European (ETSI); channel1~ 14 for Japan).

Wireless Mode: Choose “B/G mixed”, “B only”, “G only”, “N only”, “G/N mixed” or “B/G/N
mixed”. The factory default setting is “B/G/N mixed”.

Authentication mode: You may select one of authentication to secure your wireless
network:  Open  Shared, Auto, WPA-PSK, WPA, WPA2-PSK, WPA2,
WPA-PSK/WPA2-PSK, or WPA /WPA2.
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Open

Open system authentication simply consists of two communications. The first is an
authentication request by the client that contains the station ID (typically the MAC
address). This is followed by an authentication response from the AP/router containing a
success or failure message. An example of when a failure may occur is if the client's MAC

address is explicitly excluded in the AP/router configuration.

Shared

Shared key authentication relies on the fact that both stations taking part in the
authentication process have the same "shared" key or passphrase. The shared key is
manually set on both the client station and the AP/router. Three types of shared key

authentication are available today for home or small office WLAN environments.

Auto

The AP will Select the Open or Shared by the client’s request automatically.

WPA-PSK

Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.
If you select ASCII, the length of pre-share key is from 8 to 63.

Fill in the key, Ex 12345678

WPA

Check Box was used to switch the function of the WPA. When the WPA function is
enabled, the Wireless user must authenticate to this router first to use the Network
service. RADIUS Server IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If you select ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA-PSK2

WPA-PSK2 user AES and TKIP for Same the encryption, the others are same the
WPA-PSK.
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WPA2

WPA2 add uses AES and TKIP for encryption, the others are same the WPA.
WPA-PSK/WPA-PSK2

Another encryption options for WPA-PSK-TKIP and WPA-PSK2-AES, the others are same
the WPA-PSK.

WPA/WPA2
Another encryption options for WPA-TKIP and WPA2-AES, the others are same the WPA.

By pressing “WPS Setup”, you can configure and enable the easy setup feature WPS (Wi-Fi

Protection Setup) for your wireless network.

< Wi-Fi Protected Setup

Item Setting
» WPS ® Enable O Disable
» AP PIM .31335993[ Generate Mew PIN
¥ Config Mode En_r%e_vl
» Config Status UNCONFIGURED [_ Set
» Config Method [Push Button ‘v
F WPS status NOUSED

[Sa'-;e ] [ Trigger ] [ Cancel ]

o o &~ w N

WPS: You can enable this function by selecting “Enable”. WPS offers a safe and easy way

to allow the wireless clients connected to your wireless network.

AP PIN: You can press Generate New Pin to get an AP PIN.

Config Mode: Select your config Mode from “Registrar” or “Enrollee”.

Config Status: It shows the status of your configuration.

Config Method: You can select the Config Method here from “Pin Code” or “Push Button”.

WPS status: According to your setting, the status will show “Start Process” or “No used”
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Press “Wireless Clients List” and the list of wireless clients will be shown consequently.

dJ Wireless Clients List

I MAC Address

3.1.4. Change Password

& Change Password

Item Setting

» Old Password

r Mew Password

v Reconfirm

I

You can change the System Password here. We strongly recommend you to change the

system password for security reason.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2 Forwarding Rules

& Fornwarding Rules

= Virtual Server

& Special Application

- This configuration allows some applications to connect, and work with the MAT router.

= Miscellaneous
- IP Address of DMZ Host: Allows a computer to be exposed to unrestricted 2-way
communication. Mote that, this feature should be used only when needed.
- UPnP Setting: If you enable UUPNP function, the router will wark with LIFnP

devices/softwares.

3.2.1 Virtual Server

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all
hosts behind this product are invisible to the outside world. If you wish, you can make some of
them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to
the computer specified by the Server IP. Virtual Server can work with Scheduling Rules,

and give user more flexibility on Access control. For the details, please refer to Scheduling

Rule.
A Wirtual Serwver LHELP ]
wwell known services [ — select one — [~ | [ Coprto Jio[— [~
(=] Service Ports Server I Enable Use Rule#
= 1 [ ] =1 C v
= [T [ ] 1
N M 1 [ ] —
= [T [ ] —
= M 1 [ ] —
s [T [ ] —
i . m [ ] =
= 1 [ ] =1
[T [ ] 1

e M 1 [ ] —
= [T [ ] —
= . m [ ] =
= 1 [ ] =1
s [T [ ] 1

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following
virtual server mapping table:
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Service Port Server IP Enable
21 192.168.123.1 \Y
80 192.168.123.2 Vv
1723 192.168.123.6 Vv

Click on “Save” to store your settings or click “Undo” to give up the changes.

3.2.2 Special AP

Some applications require multiple connections, like Internet games, Video conferencing,
Internet telephony, etc. Because of the firewall function, these applications cannot work with a
pure NAT router. The Special Applications feature allows some of these applications to work
with this product. If the mechanism of Special Applications fails to make an application work,

try setting your computer as the DMZ host instead.

O Special Applications [HELP]
Popular applications |~ selectone — || Copyto Jip|— v

ID Trigger Incoming Ports Enable
1 [ ] | | | D
- L] | | | O
: [ ] | | | O
4 [ ] | | O
: [ ] | | | O
; [ ] | | | O
T 1 | | |
8 [ ] | | O

1. Trigger: The outbound port number issued by the application.

2. Incoming Ports: When the trigger packet is detected, the inbound packets sent to the

specified port numbers are allowed to pass through the firewall.

This device provides some predefined settings. Select your application and click “Copy to” to

add the predefined setting to your list.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2.3 Miscellaneous

< Miscellaneous ltems [HELP ]
Item Setting Enable

v IP Address of DMZ Host | O

+ UPNP setting

1. IP Address of DMZ Host

DMZ (Demilitarized Zone) Host is a host without the protection of firewall. It allows a

computer to be exposed to unrestricted 2-way communication for Internet games, Video

conferencing, Internet telephony and other special applications.

2. UPnNP Setting

The device supports the UPnP function. If the OS of your client computer supports this

function, and you enabled it, like Windows XP, you can see the following icon when the

client computer gets IP from the device.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3 Security Setting

< Security Setting

= PacketFilters

L=t youw prevent users wunder this devics from scoessing specific URLs.

= LURL Blecking

- URL Blocking will block LAM computsrs to connect to pre-defined websites.

= MAC Address Control

3.3.1 Packet Filters

Packet Filter includes both outbound filter and inbound filter. And they have same way to
setting.

Packet Filter enables you to control what packets are allowed to pass the router. Outbound
filter applies on all outbound packets. However, inbound filter applies on packets that destined

to Virtual Servers or DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules
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U Outbound Packet Filter [HELP]

Item Setting

v QutboundPacket Filter [JEnable

@ Allow allto pass except those match the following rules.
ODeny all to pass exceptthose match the following rules.

D Source IP Destination IP : Ports Enable Use rule#

O (0) Always |»

(0) Always |»

(0) Always

(0) Always »

(0} Always |«

(0) Always w

(0) Always »

O|oo/o|o|o|d

(0} Always |«

[Save |[Unda |[  InboundFilter.. ][ MAC Level.. |

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define
the following:

e Source IP address

e Source port

e Destination IP address

e Destination port

e Protocol: TCP or UDP or both.
e Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or a range
of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53,
U2000-2999, No prefix indicates both TCP and UDP are defined. An empty implies all port
addresses. Packet Filter can work with Scheduling Rules, and give user more flexibility on
Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3.2 Domain Filters

o Domain Filter [HELP]

Item Setting

» Domain Filter [ Enable

» Log DMNS Query [] Enable

» Privilege IP Addresses Range Fr-:uml |T|:|| |

In}

Domain Suffix Action Enable

1

Ll Cirop L Log

O

2

[Jorop [CdLog

L5}

[Jorop [CdLog

[Jorop [CdLog

[OJorop [JLog

Ll Cirop = Log

[Jorop [CdLog

|
|
|
|
| [Jorop CdLog
|
|
|
|

O 000000

[Jorop [CdLog

10

= (all others) [Jorop [CdLog

Domain Filter prevents users under this device from accessing specific URLs.

1.
2.

3.

6.

Domain Filter: Check if you want to enable Domain Filter.

Log DNS Query: Check if you want to log the action when someone accesses the specific
URLs.

Privilege IP Address Range: Setting a group of hosts and privilege these hosts to access
network without restriction.

Domain Suffix: A suffix of URL can be restricted, for example, ".com", "xxx.com".

Action: When someone is accessing the URL met the domain-suffix, what kind of action
you want.
Check “Drop” to block the access. Check “Log” to log this access.

Enable: Check to enable each rule.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3.3 URL Blocking

URL Blocking will block LAN computers to connect with pre-define Websites. The major
difference between “Domain filter” and “URL Blocking” is Domain filter require user to input
suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of

websites by simply a keyword.

o URL Blocking [HELP ]
Item Setting

» URL Blocking [ Enabie
] URL Enable
1 [ | O
: | | )
3 [ | O
a | | -
d | | )
& [ | O
7 [ | O
8 | | )
9 | | O
10 | | =

1. URL Blocking: Check if you want to enable URL Blocking.

2. URL: If any part of the Website's URL matches the pre-defined word, the connection will
be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs

contain pre-defined word "sex".

3. Enable: Check to enable each rule.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3.4 MAC Control

MAC Address Control allows you to assign different access right for different users and to assign a

specific IP address to a certain MAC address.

d MAC Address Control [HELP ]

Item Setting

» MAC Address Control | [ Enable

[ connection control Wireless and wired clients with C checked can connect to this device; and

unspecified MAC addresses to connect.

[ asscciation control Wireless clients with A checked can associate to the wireless LAM; and

LII‘ISDECiﬂEEI MAC addresses to associate.

DHCP clients | — Select one — < [(Copvto 1o [- ¥
I MAC Address IP Address c A
' | | [ ] O | O
: | | [ ] O | O
3 | | [ ] O | O
4 | | [ ] O | O
| | [ ] O | O

[ Mext == |[Save ][ Undo |

MAC Address Control: Check “Enable” to enable the “MAC Address Control”. All of the

settings in this page will take effect only when “Enable” is checked.

Connection control: Check "Connection control" to enable the controlling of which wired
and wireless clients can connect with this device. If a client is denied to connect with this
device, it means the client can't access to the Internet either. Choose "allow" or "deny" to
allow or deny the clients, whose MAC addresses are not in the "Control table" (please see
below), to connect with this device.

Association control: Check "Association control" to enable the controlling of which
wireless client can associate to the wireless LAN. If a client is denied to associate to the
wireless LAN, it means the client can't send or receive any data via this device. Choose
"allow" or "deny" to allow or deny the clients, whose MAC addresses are not in the

"Control table", to associate to the wireless LAN.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.3.5 Miscellaneous

< Miscellaneous Items [HELP]
Item Setting Enable

» Administrator Time-out 200 seconds (0 to disable)

» Remote Administrator Host: Port : O

b Discard PING from WAN side O

» DoS Aftack Detection I

1. Administrator Time-out: The time of no activity to logout automatically, you may set it to

zero to disable this feature.

2. Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration
task. This feature enables you to perform administration task from remote host. If this
feature is enabled, only the specified IP address can perform remote administration. If the
specified IP address is 0.0.0.0, any host can connect with this product to perform
administration task. You can use subnet mask bits "/nn" notation to specified a group of
trusted IP addresses for example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 80.
You can change web server port to other port, too.

3. Discard PING from WAN side: When this feature is enabled, any host on the WAN
cannot ping this product.

4. DoS Attack Detection: When this feature is enabled, the router will detect and log the
DoS attack comes from the Internet. Currently, the router can detect the following DoS
attack: SYN Attack, WinNuke, Port Scan, Ping of Death, Land Attack etc.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.4 Advanced Setting

&l Adwanced Setting

= System Log

= Routing

- If you hawve mores than one routers and subnets, you

=  System Time

- Alllora wou to

s Schedule Rule

3.4.1 System Log

O System Log [HELP ]
Item Setting Enable

¥ IP address for syslogd l:l L

v Setting of Email alert Ll

® SWTF Server: port | ||

* SMTFP Username | |

* SWTP Password | |

* E-mail addresses

* E-mail subject | |

Save Undo

[Viewl_og... ][ Email Log Mow ]

This page support two methods to export system logs to specific destination by means of

syslog (UDP) and SMTP(TCP). The items you have to setup including:
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1. IP Address for Sys log: Host IP of destination where sys log will be sent to. Check

Enable to enable this function.

2. E-mail Alert Enable: Check if you want to enable Email alert (send syslog via email).

3. SMTP Server IP and Port: Input the SMTP server IP and port, which are connected with

"". If you do not specify port number, the default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

4. Send E-mail alert to: The recipients who will receive these logs, you can assign more

than 1 recipient, using ';' or ', to separate these email addresses.

5. E-mail Subject: The subject of email alert, this setting is optional.

Click on “Save” to store your settings or click “Undo” to give up the changes.

3.4.2 Dynamic DNS

To host your server on a changing IP address, you have to use dynamic domain name service

(DDNS). So that anyone wishing to reach your host only needs to know the name of it.

Dynamic DNS will map the name of your host to your current IP address, which changes each

time you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic

DNS servers that we list in Provider field.

2 Dynamic DNS [HELP]
ltem Setting

» DDNS @ Disahle O Enable

¥ Provider DynDMS.org(Dynamic)

F Host Mame

¥ Username / E-mail

» Password / Key

To enable Dynamic DNS click the check box next to Enable in the DDNS field. Next you have

to enter the appropriate information about your Dynamic DNS Serve .Provider, Host Name,

Username/E-mail, and Password/Key. You can get this information when you register an

account on a Dynamic DNS server.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.4.3 Q0S

o QoS Rule
Item Setting

» QoS Control [ Enable

» Bandwidth of Upstream |:| kbps (Kilobits per second)

ID Local IP : Ports Remote IP : Ports QoS Priority | Enable [ Use Rule#
R 1|1 ] [ )] O
2 | [l ] |[[men =] O
s || 1|1 [ eI
s || 1| | ] |[men ] O
s || 1|1 [ eI
s | | 1|1 [ eI
7 | [l ] [[men ] O
o | | 1|1 [ eI

Provide different priority to different users or data flows, or guarantee a certain level of

QOS Control: Check Enable to enable this function.

Bandwidth of Upstream: Set the limitation of upstream bandwidth

Local IP : Ports: Define the Local IP address and ports of packets

Remote IP : Ports: Define the Remote IP address and ports of packets

QoS Priority: This defines the priority level of the current Policy Configuration. Packets

associated with this policy will be serviced based upon the priority level set. For critical

applications High or Normal level is recommended. For non-critical applications select a

Enable: Check to enable the corresponding QOS rule.

performance.
1.
2
3.
4
5
Low level.
6.
7.

User Rule#: The QoS rule can work with Scheduling Rule number#. Please refer to the

Section 3.1.4.7 Schedule Rule.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.4.4 SNMP

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal

values and monitoring network events.

o SHMP Setting [HELP]

ltem Setting

» Enable SNMP Orocal CrRemate

F Get Community

r Set Community

L

HIP2

L [

F SMMP Version @1 Ovae

r WaAN Access IP Address | |

1. Enable SNMP: You must check “Local’, “Remote” or both to enable SNMP function. If
“Local” is checked, this device will response request from LAN. If “Remote” is checked,

this device will response request from WAN.
2. Get Community: The community of GetRequest that this device will respond.
3. Set Community: The community of SetRequest that this device will accept.

4. IP1,IP 2,IP 3, IP 4: Enter the IP addresses of your SNMP Management PCs. User has to

configure to where this device should send SNMP Trap message.

5. SNMP Version: Select proper SNMP Version that your SNMP Management software
supports.

6. WAN Access IP Address: If you want to limit the remote SNMP access to specific
computer, please enter the PC’s IP address. The default value is 0.0.0.0, and it means
that any internet connected computer can get some information of the device with SNMP

protocol.

Click on “Save” to store your settings or click “Undo” to give up the changes.
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3.4.5 Routing

If you have more than one routers and subnets, you will need to enable routing table to allow
packets to find proper routing path and allow different subnets to communicate with each other.
The routing table allows you to determine which physical interface address to use for outgoing

IP data grams.

& Routing Table [HELP ]
Itern Setting

+ Dynamic Routing @ Disable O RIPV O RIPY2

» Static Routing & Disable ) Enable

ID Destination Subnet Mask Gateway Hop Enable

L0 I R ) I I B =

31 I I ) I R =

2 I I O R e =

o2 I I O I I B =

28 I I O I R B =

2% I I ) I R e =

I i =

2 I =

1. Dynamic Routing: Routing Information Protocol (RIP) will exchange information about
destinations for computing routes throughout the network. Please select RIPv2 only if you
have different subnet in your network. Otherwise, please select RIPv1 if you need this

protocol